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Abstract

In my talk, | will discuss the emerging need for quantum-safe cryptographic methods in the blockchain ecosystem
as quantum computing advances pose serious threats to existing cryptographic algorithms. The core focus is on
transitioning to post-quantum cryptography, which can withstand quantum attacks. | will also discuss recent
developments in post-quantum secure signatures, including their implementation in privacy-preserving blockchain
applications. Key research contributions from the Monash Blockchain Technology Centre, such as the Lattice
RingCT and post-quantum Verifiable Random Functions (VRF), are highlighted, showcasing innovations designed
to enhance privacy and security in blockchain systems. The talk emphasizes the critical importance of adopting
quantum-resistant methods to secure blockchain's future.
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68, with more than 200 publications in top venues such as CRYPTO, ACM CCS, IEEE S&P, NDSS, INFOCOM. He
has received more than US$10M funding, and he is currently the lead of the Monash Cybersecurity Discipline
Group and the Director of the Monash Blockchain Technology Centre. He has been given the prestigious ICT
Researcher of the Year 2018 Award by the Australian Computer Society (ACS), and has won the IEEE Technical
Achievement Award in 2021 given by the Technology and Engineering Management Society for his achievement in
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