
Vulnerabilities have long posed significant challenges to the security of information systems. Historically, these 
vulnerabilities were primarily associated with functional defects in software and hardware, referred to as in-band 
vulnerabilities. However, the rapid proliferation of the Internet of Things (IoT) has introduced new security 
challenges that traditional categorizations fail to fully address. IoT devices, which rely on sensors and actuators to 
interact with the physical world, have given rise to out-of-band vulnerabilities—defects resulting from unintended 
interactions between physical and digital systems. In this talk, I will introduce the definition, classification, and 
exploitation of out-of-band vulnerabilities, providing examples to illustrate their impact. Additionally, I will discuss 
potential mitigation strategies to secure IoT devices against these vulnerabilities, paving the way for more resilient 
and secure IoT ecosystems.
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